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There’s a lot to lose . . . from shredding





Electronic sanitization tools
4 Vendor names provided as an 

example (others are available)

https://www.whitecanyon.com/certifications
https://adisa.global/wp-content/uploads/2018/02/Claims-Test-Report-ADPC0033-Extreme-Protocol-v1.0.pdf
https://www.phonecheck.com/features


Media shredding
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Sanitization 
Method

Non-Physical 
Destruction

NIST 800-88 
Rev. 1

Clear Purge

DoD 
5220.22-M

Physical 
Destruction

Shred Degauss Crush

Data destruction vs. Device destruction



Value recovery 



Circular economy

Move from a linear “use and 
dispose” model to one that 
recovers value throughout the 
lifecycle process.

Source: iNEMI, “Value Recovery Project, Phase 2”





Source: iNEMI, “Value Recovery Project, Phase 2”



Source: iNEMI, “Value Recovery Project, Phase 2,” August 2019



Understanding data sanitization technology



Examples of different storage media form factors 
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Hard Drive Disk

» Records data on platters

» Available in different sizes

» Most common sizes are 3.5” and 2.5”

» Common types of interfaces:

» SATA, IDE, SCSI, Fibre Channel



Examples of different storage media form factors 
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Solid State Drive

» Records data on memory chips

» Available in many different form 
factors and sizes

» Many available interfaces:

» SATA, M.2, PCIe, mSATA, etc.



Examples of different storage media form factors 
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Solid State Cards – PCIe Form Factor Examples
Full Height/Half Length Low Profile

» These are often found in PCs and Servers



Examples of different storage media form factors 
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Solid State Modules – mSATA, etc. 
mSATA mSATA Mini M.2

» These are often found in laptops (often under the back panel)



Examples of different storage media form factors 
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Solid State Modules – M.2 in laptop



Examples of different storage media form factors 
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Solid State Drives – iPhone 11  
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Difference in how hardware stores information 
Hard Drive Disks

» Use magnetic recording

» Reads/writes bits (1s & 0s) by 
changing polarity of bits on the 
platter
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Difference in how hardware stores information 
Solid State Drives

» Use flash memory

» Reads/writes bits (1s & 0s) using electrons that are charged or not charged

» Similar to RAM but is non-volatile memory (NVRAM) meaning it retains information 
after the device is powered off
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Sanitization methods for media – limitations & risks

SELF PARK



Effective data sanitization options

Graphic from International Data Sanitization Consortium, https://www.datasanitization.org/

https://www.datasanitization.org/


Developing your sanitization policy
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“This guide will assist organizations…
in making practical sanitization decisions 
based on categorization of information” 



NIST 800-88
• Practical, real world reference for media sanitization guidance 

and compliance 

• Introduced in 2006, updated Dec, 2014 (Revision 1) to 
address changing technologies

• Replaced DoD 5220.22M standard in regulatory and 
certification practice

• Referenced in many other security rules, regulations and 
standards
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NIST 800-88 sanitization levels
• Clear uses software or hardware products to overwrite user-addressable 

storage space on media with non-sensitive data. Manufacturer resets and 
procedures that do not include rewriting might be the only option to Clear 
the device. Clearing information is a level of media sanitization that would 
protect the confidentiality of information against a robust keyboard attack.

• Purge may be an overwrite, block erase, or Cryptographic Erase through the 
use of dedicated, standardized device sanitize commands that apply media-
specific techniques to bypass the typical read and write commands. Purging 
information is a media sanitization process that protects the confidentiality 
of information against a laboratory attack.

• Destroy is a physical process that makes data retrieval infeasible using state 
of the art laboratory techniques. Destruction methods include shredding, 
incineration, melting and pulverizing. Degaussing is also considered a 
destruction technique when used properly.
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https://cascade-assets.com/2017report/NIST.html


NIST 800-88

Guidance on 
Sanitization and
Disposition
Decisions
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NIST 800-88 
Revision 1 -
Figure 4-1: 
Sanitization and 
Disposition Flow



Use NIST guidelines to:
• Set a policy for managing data risk on retired, repurposed and 

reused assets

• Provide a comprehensive review of what data bearing devices you 
own and manage

• Develop and implement training and controls (including 
sanitization methods) consistent with policy

• Ensure proper implementation within and outside of the 
organization's control

7



Compliance with privacy laws
28



Case study: changing from drive shred to reuse
• Healthcare organization

• Security policy – remove, inventory, and shred all drives from 
desktops, laptops, and servers

• Environmental interest – reuse is better than recycling

• Hard drives shipped to Cascade loose or in devices

• 10,929 loose hard drives received (2016 to 2019) – all inventoried then 
shredded at a cost of about $45,000

• 11,704 laptops and desktops refurbished and resold – 55% included 
drives from client that were removed and shredded

• Additional devices demanufactured and recycled (obsolete/damaged)

29



The opportunity cost of shredding drives
30

Year (quantities)

Disposition, HDD status, device 2016 2017 2018 2019 Total
Lost Revenue from 

missing HDDs
Hard drive removed by Cascade 343 573 753 4,724 6,393 $35,162  
Computing Device 314 499 575 3,860 5,248 $28,864 
Laptop Computer 29 71 177 847 1,124 $6,182 

No hard drive in device 1,136 1,108 1,681 1,386 5,311 $29,211 
Computing Device 963 659 1,108 950 3,680 $20,240 
Laptop Computer 173 434 572 435 1,614 $8,877 

Refurbished and Resold devices 1,479 1,681 2,434 6,110 11,704 $64,373 

Hard drive replacement value ~ $5.50 each10,929 loose drive potential lost value

 $40,000 additional inventory/processing costs (vs. keeping drives in devices)
 If these drives could have been sold, resale revenue = $60,000



Environmental Impact

Case study environmental impacts

Number of HDDs removed/loose & shredded 17,322 

Enviro benefit per reused drive (vs. disposal) 6.00 kg CO2

Enviro benefit per shredded/recycled drive 0.02 kg CO2

Net enviro impact of reuse vs. recycle 5.98 kg CO2

Total net carbon savings of reuse vs.  (kg) 103,586 kg CO2

Total net carbon savings of reuse vs.  (tons) 51.79 tons CO2
International Electronics Manufacturing Initiative 
(iNEMI), “Value Recovery from Used Electronics 
Project, Phase 2”, July 2019

Equivalent to keeping 84 cars off the road for one year
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Layers of security protection

https://www.cascade-assets.com/about/naid_cert.html
https://www.cascade-assets.com/solutions/infodestruction.html


Considerations when selecting data sanitization methods
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» Multi-stakeholder involvement (IT, security, sustainability, procurement)

» Understand the risks of data loss throughout lifecycle of products

» Define a data security policy consistent with risk tolerance and compliance 
requirements

» Determine value recovery goals and opportunities within security framework

» Integrate solutions with providers

» Evaluate risks and returns to continually improve 



Neil Peters-Michaud
CEO
Cascade Asset Management
npm@cascade-assets.com
608-316-6637

Thank You

mailto:npm@cascade-assets.com
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